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NS3-based simulation system for quantum key distribution networks

WANG Yaxing, LI Qiong
(Faculty of Computing, Harbin Institute of Technology, Harbin 150001, China)

[ Abstract] Quantum Key Distribution ( QKD ), combined with the encryption mechanism of one —time — pad, can provide
information— theoretical secure communication service for remote communication parties. Due to the inherent point — to — point
characteristics of QKD device, the research and development of QKD network technology is critical for providing secure
communication services for large—scale of users over a large area. Aiming at the QKD network simulation requirements, a QKD
network simulation system based on two-—layer architecture is designed in this paper, with the implementation on NS3 platform.
Experimental results and performance analysis validate the feasibility of the proposed simulation system, which can provide strong

support and guarantee for the efficient construction of QKD network.
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Fig. 1 The simulation system of QKD network
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Fig. 2 Topology of the SECOQC network
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Tab. 1 Parameters of QKD devices
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Fig. 3 Network performance with 100 kbps communication rate



