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Review of federal learning and data security

WANG Zhuangzhuang, CHEN Hongsong, YANG Limin, CHEN Lifang
( College of Sciences, North China University of Science and Technology, Tangshan Hebei 063210, China)

[ Abstract] Data island is the main obstacle that restricts the development and implementation of artificial intelligence technology.
With the enhancement of the awareness of privacy protection of the state and individuals, federal learning can achieve the purpose of
data sharing without data sharing, which has been widely concerned. Federal learning is divided into horizontal federal learning,
vertical federal learning and federal transfer learning. It has the advantages of data isolation, quality assurance, equal status and
independence of various parameters, but federal learning also has many security risks. This paper introduces the principle of federal
learning in detail, some important data security problems such as central server, data transmission, unilateral data pollution, data

leakage and anti-—attack are put forward. Meanwhile, the current main defense measures are summarized.
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