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Design of flash writing software for automobile controller based on UDS protocol
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[ Abstract] Based on the controller and flash writing program (. hex file) provided by a vehicle factory, a flash writing software
for upper computer is designed by using the automobile diagnosis instrument developed in the laboratory. The software is written by
WinForm interface in C# language and UDS protocol based on CAN bus, and follows the V —shaped development process of
software design. The main content is the design of brush writing scheme and the information interaction between the upper computer
software and the controller. Finally, the software has been tested by the upper and lower computers, which can reflect its correctness
and reliability.

[ Key words] flash and write; UDS protocol; C#; ECU; V type

0 51 &

1 UDS thil BB /25
B2 1 P R U R A4 R LRI EL T 4

v E TR REfE . BERIAR T T YR G4 T
3 Tl SR FH D) B 2 2% B, 28 I ol 4542 o 4 P R 4
PEEH A R Ok s . RIILE NG AR 2
()24 AL AR R 8O TR E RS . SC
BR[ 1] 35T UDS PMUFn MPC5634 8 F#L, ¥t T —
AL TP SCHR [ 2 ] FIIH LabView 4 fiiE 5,

1.1 UDS i
UDS WSR2 W IR 55 B AR TE AL, BE T2 W
W5 HO LI A 4, UDS DS TS 19 IR 5 fr &
WET,
£1 UDS RS mS

Tab. 1 UDS protocol service command

£ UDS HMIRI T ECU RS | (o HLI P s SCiik i Service WO PHIE
[3 J j?/% I':[j T #ﬁ%ﬂ: UDS ﬂ}i}[ E](J /{i ECU ﬂ“ﬁﬁ Diagnostic Session Control 10 l/z\li‘ﬁélﬁ?’;ﬁ%ﬂ
ECU Reset 11 RO B
7% , iiéﬁﬁﬁiﬁ?ﬁi ECU 1 BootLoader Eugzﬁk,ﬁ: i) Read Data By Identifier 22 i ID AR
ifmﬁ}fﬂo Z'Sj(}n\u ;EIL:}FIJ FH C#i%% , %ﬂ: UDS TJ}i}l Security Access 27 G4
1 CAN @iﬂm%ﬂ&i—[—tﬁj L E[J HZ*EK /fi',:o %/I\J:ﬁj Communication Control 28 AE
BUACPE O 0 V SR A2 0RR B Hountine Contl ! |
R AT R S SR R b T e e el Rk
BUBCIIR, SRR 30, M TS0 T A S R o o -
AR IE A PE K n] S Request Transfer Exit 37 TR
Tester Present 3E IR EF
Start Communication 81 TFhsieE

EERST: FEC(1994-) 50 UL Ose A, EENRTETr 17 3R AL 75 £ (1994-) , 55, 10S HOR SCFF AR, M5 T7 1 - 31 1

RERCT4
fS B HEA: 2020-09-22

R ig LK F i H KEE Y




1

JEIETR, % 3L T UDS PRy 4 2l el 5 et 103

1.2 UDS miZEs!

UDS PSR RARE ] 22 Ffd 5 L o, A SCRT
W UDS PrisUE kT CAN B2k, [Hit UDS Py
W B MUE SR CAN S i Ckg =X, CAN JH
SR fy — A>3 2 A 58Ul 7 RO (PDU ) 4
JI, i g4~ PDU 40 & 2 il i 4 (PCL) A% 5
B (data) ' HiHE PCI AT DATA #3715 BB 75
1k 8 ANFY, Al LK UDS BBt o3k BRI 22 it
Horbp 2 A 5 1 ot i 22 ot i P il ot UDS Py
WEZERIILFR 2, UDS PRS2 A AT L 1 1 =4
FHHATIR o BT 4 SR B R {E
0.1.2.3 BeiE 1 S Ao 18 %04 5 v, fit
FRXS f B, SR — ] — & A ML, B ot SF_DL
AUEE T A% i v BB 5 T R SR 22 IOt He A
SR, ZWHRAE L S, AL B e Pt 4%
Je A~ B WU , 1 WORCE A ) e RORE
W 5= 1Y K/ (FF_DL) 5 5 ¥ e I 2 i i
IR, gy EAIHLIRIS — A T, i
A 3SR AR WURES (FS) (e 2k &
PRI RECH (BS) LA K 2 A4 2k it 2 8] A i [7] 1]
b (ST_min) o FSAF 3 AME,0.1 12 735K E 4k
BRIk A5 1 A TR RV o R W A
Wit AL R H L 00 XF T BS, EEXNE —E 17
[ (0 ~255) 524 2 A J4 25 Wit 8] Fr 5] B B6F [ 1 ST
min I}, ECU Siggft 2 25 b A A3 0] 52 — > K 3 A 1R
AT R T e A W A e it . it
() SN AARE LW IE S , B3 I — 2,
SN ghn 1, R E 15 i, SN HHE 0.

®2 MIKE
Tab. 2 Frame types

My Bit7-4 Bit3-0 Bytel Byte2
Pl PCliype=0 SF_DL N/A N/A
st PCltype=1 FF_DL N/A
4 M PCliype=2 SN N/A N/A
i gas il i PCliype=3 FS BS ST _min

2 . hex X§fEMT

LR E By 3 e T ECU A8 3T,
TXLEFR P 28 3ok — S R Gt 13 1T 2 B AR ) A XS0
. hex U528 T Freescal CodeWarrior #%{4- 2135 1M
TR — PR 5 S o - hex SCPFRT LG i SCAR R4 T4T
TF AT R RSN A — ATl 5%, X —47171id
R LR STk, WA I 16 HEAG .. hex SCIRAS
AR 3. hex SCHA& i ik ECU Hif, 77 2 4§ UDS

PISCAS. hex SCHFFEAT AT, 32 BGIC SEHE 1< B8 %K
P d sk DLSCEHE N 7%, R ICSE B 2 S PR 4 A
CAN Hg SO 0Bk SE 84 L 31 ECU

%3 . hex XK

Tab. 3 . hex file format /byte
TR AfTEE BdE .
ge . Bl B
KE  BiMEE KA
F 1 2 1 n 1

3 Mgt

LML S g 5 AR T R A F Y imx6ull
B R BEAT TP R IR A2 WAL, A Al A
codeWarrior {445 CAN B {ERE DA & UDS Hpisl
B, AL R i S &k A BN ] 1
FiR o EAHLIE G H PR A R 1k 42 K,
Zeat CAN B YW a4k Bel ik , il OBD 4
FURFEIC R A ik 2 sl & s ez, 4 il 4 8 5 [R) AR )
PR R 15 125 45 PC I
T AL R R

24V 1— -
g s V|| #hL
OBD
o CAN|CAN
B R CAN ™ i i g

| CAN ARUDS it it

B1 TiigitE

Fig. 1 Design drawing of lower computer
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15:42:49:5213 Rx 1 OXSEB s elos 67 05 8A 9B FC 09|00 15:46:42:4338 Rx 1 0x5DF s 8 02 3E 80 00 00 00 00 00
15:42:49:5275 Rx 1 OXSE3 s 8 02 77 U6 D6 C5 46 7200 15:46:44:4338 Rx 1 OXSDF s 8 02 3E 80 00 00 00 00 00
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15:42:50:2045 Rx 1 OXSEB s 8 04 74 20 DF FF 00 00 00 15.4¢.43:
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15:42:50:2265 Rx 1 0xSE3 s 8 21 00 00 00 00 00 00 00 15:46:50:2814 Rx 1 0XSEB s dOZ 5101 bO 00 00 00 00
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