®E11E L1288 2 B8 it E M5 M A
Vol.11 No.12

2021 &£ 12 A

Intelligent Computer and Applications Dec. 2021

X EHE . 2095-2163(2021)12-0054-07 FE %S TP391 XHEkFRER: A

VANET H Sybil I{ 5 #6 iUl & 55 B9 5 52

Fem', FxE, FriE’
(1 F &%k HHNSERTREER, TR HY 453003; 2 HLFK LFEESHRTRER, TH #H2 453003;
3 MR TR AZ BFEREER, MM 310018)

M OE. TR R S | 2R M S A E LA R TCAR AR T A IE 55 PE R RCME , 428 A L SR 45 T i 2 Tl 4
JEUy , L AR Tt R g — A R Tl 0 i T B 3 2 AN TR By, A A R AR R, R I % e T R R
B IR BCHL LA B e e ML, Ok 1 i A e A B AR SCBT — P AR X A AR G, AR UCR R 8 A
ARSI 649712 , 7 BT A AT e A 14 2 [ SR P A0 BT [ R B PE , MTRT DR300 H 0 288 R AF FE Y TR 35 i, SRR IR S R
AR BRI R B A PRI L DU R

KER: PRANDMG; LRIGE; JRUCRE; s

Research on the detection system of Sybil attack in VANET
QI Jianxiang', LI Wenbo®, YUE Kegiang’

(1 School of Computer and Information Engineering, Xinxiang University, Xinxiang Henan 453003, China;
2 School of Chemical and Material Engineering, Xinxiang University, Xinxiang Henan 453003, China;
3 School of Electronic Information, Hangzhou Dianzi University, Hangzhou 310018, China)

[ Abstract] VANET is faced various security threats due to the high—speed mobility of vehicles, the dynamic change of network
topology, and the vulnerability and openness of wireless channels. The Sybil attack is a typical representative. The attacker releases
various false information by stealing or forging several different identities to affect the node decision mechanism, resource allocation
mechanism and routing and forwarding mechanism in the network. In order to address this security risk, a detection system of Sybil
attack based on the methods of hierarchical clustering and dynamic neighborhood detection is designed. The attacking nodes present
in the network are identified by analyzing the spatial correlation and temporal similarity of vehicles’ travelling data. The experiments
show that the system has a high detection rate, strong environmental adaptability resistance of attack and robustness.
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Fig. 1 Classification of detection schemes for Sybil attacks

(1) FETHAE R R % %I ARy
22T B S AR L 3 S A R AR A S O R R A T
SRR AELE Sybil B AT R, A TR S AE N 4
H RIS S FIAR B AL, Sybil 5 s 5 2> 5 Ho Al e 1
WIS B PR T AR S i i
2 Syt B A R I (R R (S S PSP A R =
(G100 5 T IR A1 A5 A b B A 1 1 R A 2 ]
IR 1| B3 SR W G B & s 1 W 1 B v .
Do 46 T A5 22 ) A Ak SE AT A REAE , DT ARG I+ LA
Sybil Tt HEBE X 42

ST I 7 v e Ak 5 I 45 SRR A AL, (1
JEE VANET 1, R T 2240 1 w55 R 5l 1 R it 42 b
B, B4 2 (B CVE R K B R A ROE B, 4
T2 () ME LA BT R E AL S G 2, TR, R Tk Ak
ZBEYR I 7 A& T VANET 19 Sybil Tz ifi 46
m,

(2) F&T B UMK A A I O 2, 5 A oT
(Road Side Unit, RSU) M7t 24 J5 &5 IR 45 2% B9 AT {5 ML
4 (Trust Authority , TA) #H LY, 428 H T 7E 18 5 W8 R
THEE R DL K A7 it 9 R A5 D T ARl LA PR, IE 1
BT AR EE BN 5 TC R AR 48 52 B[] N 58 i 2 A
AT 45 AR R, AR U R A
2, LR T S TAESERUE , BEREAT R R 5
45 Y Sybil B0 A

JUAE BEF G PRI 3 % RGN Ty v TR B g AT, (H R
B2 R AR AR 0 8, R R A% 1 B R

FETE, Mk A L 2 AR T
Sybil B BRI R 25 SRR %

(3) FETF B A E R 7 %8, FEH sl s
gerp O T BRIEE ST S B SRR RN AR
BLAPERAT IAPE, J5 6 8 8o 51 A PKI
B FIFH 28 9158 B B2 2 56 - B Bl A5 7y
S B AR, NI SE BT T Sybil T 35 A5 4
G b B 5 0 A A S5 3 T g s e fi
BRI BRI A UM Sybil 7 s AR 2 A
ENGIEEZ0 g4 Y= S G

BT BRI E AR 75 A ERIS T TR YY)
SEA R {E R Mt T a5 o s At B
(B O3 ., B Ao B Z RIAEAE AT T L)
% 5y ki 1k A

(4) FETREShERAE BRI )5 28, 7 A5 R e S
S VANET i — N EZHRIE, — MO0, i
TP BRI 425 2 Z A ok I PR 3 A
RIS ShAPE ) A% Sybil Bods 17 S BERS Dh &
ZAAEN By 5 5 S T2 B, T X SR R B
Py FRLSRT 2] [F] — A~ 4 BT A, DR UL, Bl 1 A B
“OrBT R ST B — o BRI, X
SRS BIAT AT PR A3 AT, DT T L2 5 A AE
Sybil Hrai OREE""

TR 42508 S A TR 53 BT 0 e A 2 B [RDAE BE Y)
S AR, B TR S A R 8 R B0 B TG Tk A
T ) S W25 ) B8 Bl AT SR REAE DT X A ABL P 43
Bras R 8RB 145 S8, Bt 45 22k HI
BB AR B D R AR AR B 2 ]
(AT A REACLE AT e R R DT 396 3k A G 14 Az )

E D
2 WHIRAAB

21 RGHER

ASCHE Y Sybil e kil R e AL AN K] 2 B
7N, EEALFE AW ( Vehicles) | B  20.5T ( Road Side
Unit, RSU) 1A {5 MK ( Trust Authority, TA)3 B

(1) ZEH, G50 25 Z PG Bk 4, e
SERT ARG A A T3 S8, E B . U
W ATRT 1A ; R E AEE o B A e R ]
W Absl R GE, AT LS R ECAE 40 24 B A B2
BRI A FL A oLk Fl (5 e SO (R L
KRS RSU Z A Bs A& i A=

(2) BEMEATE RSU,, B0 BT AT B A 4 R oy i



56 B o /5 M5 MM

RS

il 38 H W R A SV R 5t 22 R
AN R GEA RS AT I E A, — J5 T, %)
PATT AT DA AT 8508 A5 90 N 1 4= it AT gt — B
W B 1) 5 38 B0HE AN 42 A 20T BAE AT AR AL
¥ 5 55 —J7 T, BRI TR (E AL R & B4 Bl
A PR DAL i R E I A, B BT S 4
Z 8] R % FH /8 R2 38 15 B R ( Dedicated Short Range
Communications, DSRC) #E47J04 i@ {5 ; B BA T2
[i] A K e 50,50 55 W] A LA 22 [l LR F DG B A T A
Al AE

(3) AMEALI . FEASCAFSE Y Sybil Zoi i il
R BOAAE DA R L X2 A 584 A] DAL
WRIGEE AR ATE LA Y 32
DAL

OFWMSIERER, W) FE st
EAU AT B Oy T, AR MGV B J5 J7 Al b %
B S B XGEAT N5, AE LR T
BB UEAS 2 Tk 4k 22 5 VANET 19 1E %
3l

QBAEAFE R, S A R 4405 IR AR
Fb, AR HLR 3R A 5 R A9 155 AR ) A 2 B AE i 2
[ o g% O B s S HC T {3 Y L Y 43 B AR
ZAEHU , B AT (AL XX S5 AT 4 BT b 21
S IR RO R {E B S AR R UE D R AR
FHARSC RS IAE I X VANET HoA7 78 i % B i 41
AT A RS

RSU TA RSU

TG Sybil Mt R

B 2 Sybil HEN RFGER
Fig. 2 Detection system model of Sybil attack
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