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A UCON access control model based on zero trust for medical big data
SHI Xiujin, ZHANG Mengna
(College of Computer Science and Technology, Donghua University, Shanghai 201620, China)

[ Abstract] The sharing of medical big data plays an important role in modern medical technology and services. According to the
security requirements in the process of sharing medical big data, a medical big data access control model ZT-UCON based on zero
trust and UCON was proposed. The model combines the idea of zero trust with the UCON model, which supports dynamic
continuous access, and uses the access control policies of UCON model, such as authorization, obligation and condition, to
construct a pre—decision scheme for the access control of medical big data; By applying the ZT-UCON model in a typical case of
medical big data access control and comparing with the typical traditional access control model, the advantages of ZT-UCON are
verified. The results show that the UCON access control model based on zero trust can reduce the possibility of excessive access
issues in the process of sharing medical big data, so as to meet the security requirements of medical big data access control.
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Fig. 3 Medical data sharing access control flow chart

3.2 ZT-UCON #&ZI453#f

gh4 ZT-UCON L7 (1) 5 [a) 48 il e 3R, g A
SR FH U [l 4 i R 8 AR JLAS 5 AT 2T -
UCON WA Ek sS4 750 H7

(1) V51T, FEAEG UG T, 8
RECRAIE BT LA PN AR50 1) 22 4= 17 ] R B 35 R 56

BRI 2 BRIz, R G e
K, RGN Ui T R DL B s = /5 R A AR
15 /2, ZT-UCON 8038 2o 4 F2 A4S0 Rl 4 Ry A= 7
FARFNE B A, DL BB S5 250 %0 4k AR S 1
FG ey 25 BRAL T S I FE f) 5 1h 42 ohl DRe 5R
BRI KRBT = PR etEmRK .



52 B o /5 M5 MM

RS

(2) PR Ar 38 A U7 IR v TP Y
AR 58 4 A B 0L T3 70 e, © 3 A PR o FE 452 7
[A]#, £ ZT-UCON #&AIrh 45 3 G H55 73 Bo W) 4R
/MR, DL AR B R TR R R SR I i
Jne E AR TAETR 2 il . Y R UTRAT R
RIS I BUR (= R AE — BB Rl N 2k i 1) 5
HIRTT KB ) , ZT-UCON FI {5 AT PEAL A okt
VARG, BE (51T (50 B (0 b T 48 R BR
HiliZ E ARG EITH .

(3) 38 FHE AT . AR 3C 36 B p 10 J2: IS 97 KA
P g I RITE SR LA KO T B 7 KB B AR5 [l A
PR A B A R 8L, FF LA Ko T A 5000 e S R R L I
1 BE A B 45 7 R A AR Uk, ZT - UCON 1] A2
KA 55 D i B 1T AT 4 T DR R A
T RS,

4 HRiIE

FTEAE B A UCON H5 Y (14 % 2 Pk e 3
PR J M mT AR REAE BT $2 1 %) ZT-UCON #27 A
AT PPASARHRR I 2 U5 ] 48 1 e 3 op | IF 5 244475
PEATRRSEPETEA, , ShAS BT RS AT R M, S i
T T BT R T I Wfe ) Bh AS 2 A8 ) e R 2 4
ViR TR o JE S it — B R A F ATl i
T2 eI R P T RE A LRl -, s — R S E AT
EPPA AR P AT RRICR

Sk

(1] IR A 2 B0 R R A = 7 5 o o | 2 4 R IR 55 4 2
HEORAT) (1] TEBEZEYHA,2018,13(5) :431.

[2] RIZ. B EE MRS PIFR[D]. bUMN . b E R,
2016.

(3] MEWAT . HET RURG s Tl 2 il Y = 7 RS 22 42 5 R FA P 4P A A
W5 D]. B =4 K% ,2020.

[4] Jachong Park, Ravi Sandhu. The UCON . usage control model
[J]. ACM Trans Inf Syst Secur;2004,7(1) :128-174.

[5] Ma K, Yang G, Xiang Y. RCBAC: A risk—aware content—based
access control model for large — scale text data[J]. Journal of
Network and Computer Applications, 2020, 167.102733.

(6] Ze3el. RAFALAMITE SRR B AL AN Bt 22 4 3 o iy NI
FELI]. PRAERLEHOAR 2019 (11) :33-38.

[7] Z=f, TAL. BET UCON BICHEAS B 7 2= BRI 1 #0007 () 42 ol v Y
MAT]. BlegHiAR S TR ,2018,18(21) :82-87.

[8] 5. FETFAFAT IR [ 38 07 14 B2 7 A 1 1] 42 il 458 U ot 52
[D]. B =& K¥%,2019.

[9] Jaehong Park ,Ravi Sandhu. Usage control ; a unified framework for
next generation access control [ D ]. George Mason University,
2003.

[10] Xinwen Zhang, Francesco Parisi —Presicce, Ravi Sandhu, Jachong
Park. Formal model and policy specification of usage control [ J].
ACM Transactions on Information and System Security ( TISSEC) ,
2005,8(4) :351-387.

(1] SRR NI, AR5, B KA. RAG AR BB =i S PR 5 vh
PN HBESEL AL P ETFE DL 2 5 32 e E AL Z 2%
ARA LW SIE Cl/ /R 2 P R TR
Wl ALl 22 bi4x,2017.5.

(_LHE5 46 1)

Ml RSk, AT TR ENESISECR
ERERY ARYE A S AT E A TR T AR R
1758 B AR MBS FL B 25 (B LR, a7 S €T3
BB s 05 R SR TR 22 USRI 0 AME
Dk R S RA TR E R R SR, S
Wil RGBT, WA A, ARG A 5K
75 B s ol PO RS e MR IR 25 AR,

&% 3k

(1] BEIE, #HIH, D5, S T QS NEER MU A
BLgmBA A B [ 1] JU BT il R K223k, 2018, 44(4) .
841-850.

[2] FORNI F, SEPULCHRE R. A differential Lyapunov framework
for contraction analysis [ J]. IEEE Transactions on Automatic
Control, 2013, 59(3) :614-628.

(37 sRE L, e, BT 00 EAE E AL R SR S ms (4 B A
1] EESHEH, 2020, 49(2) : 177-187.

[4] skifgmg, Wemeld, XIF . ShadbAb 5 22 T2 > MLl G i iR
BL[T). A5 B 54H, 2020, 49(3) ; 297-305.

[5] JpMfe, T, JRifl, 4. 3T DOB £ a4k iR /MRS
2R [T]. RS HH], 2020, 49(3) : 356-364.

[6] BRBIL, ST, —HEHLRGEH T T UL 25 A9 50 T P 1
[J]. FEhl 53, 2017, 32(5) :939-942.

[7] SHIHY, SUCL, CAOJT, etal. Nonlinear adaptive predictive
functional control based on the Takagi—Sugeno model for average
cracking outlet temperature of the ethylene cracking furnace[J].
Industrial Engineering Chemistry Research, 2015, 54(6) 1849~
1860.

[8] M, m¥, ML, 5F. &AH QS MIELME S BN RE A
R SRR R 2 IR B A (], R B ST, 2019, 48(5) : 580-
588.

(9] hie, XUniay, ARSLER, 55, 3T AM-RPPO HYRUEALAS A i B
PEATERHISEE ). HLERA, 2019, 41(6) : 731-741.

[10] 52, RIEH, A2 =0, 55 B8 T O OB S vk A e pLas ALk
MRIDEFELT] . 7005 {02741, 2019,33(8) :94-100.



