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[ Abstract] False data injection attack poses a serious threat to the safe and stable operation of power system. It is of great
significance to study its detection methods. This paper proposes a detection method of false data injection attack based on volumetric
Kalman filter. Firstly, the volumetric Kalman filter algorithm is used to estimate the state of the system, and then the consistency
between the state estimation results and the estimation results of weighted least squares method is tested. Finally, the IEEE-14 bus
system is taken as the test object for example analysis. The results show that the method in this paper can effectively detect the false
data injected into the system.
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Fig. 1 Voltage amplitude estimation results before and after attack
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Fig. 2 Estimation results of voltage phase angle before and after

attack

AT T 6 R AR A o i R gk 2k
0.405 1,7 BBEIE BT J5 R gk 0.521 4, H
VAT UL, R AR 78 Tty W AN i I R G sk 22 1 A
PRI S, 8 A K (BB 5 475 48 1T LA sk AN R4
ORI o

T— i i — B R, R ok R
| % -x|,=0472 8, BEEHEETE |-« ,=
53.664 3, ZAHIE KT —EHER IR BE, W= (22) R~
WAL, IR R(23) % 2 - h(x) ||, = 36.285 4,
KT A B {823,685 , Fi it T X (23) AR A
ST, TSN S5, 26 AT ] BT 0 R 5%

4 HRIE

T RN AR G b R B AR SCRA T T
HRRR BB Tk . ARG A AR i, M 2
AR S IR AT RS TR 4 R S LA 22 T
JL AW 2B ABAE R G TEA R BB 5, T
ARG TSGR W] I 25 LS, 7 et b, A
RS — BRI HEAT R, A RO AR 2% B A
FI ARG Y R B

S 3k

[1] &R, B, O, % S5 2 SRR E 7R g st i
P B8 A RS T A Gt [T ). BT R GE A B4k, 2016, 40(7) :
149 - 151.

[2] LIU Y,NING P, REITER M K. False data injection attacks against
state estimation in electric power grids [ J]. Acm Transactions on
Information & System Security, 2009, 14(1) . 21-32.

[3] BOBBA R B, ROGERS K M, WANG Q, et al. Detecting false
data injection attacks on DC State estimation [ C ] //Preprints of
the First Workshop on Secure Control Systems. Stockholm,
Sweden: CPSWEEK, 2010. 1-9.

[4] GU Y, LIU T, WANG D, et al. Bad data detection method for
smart grids based on distributed state estimation [ C] //2013 IEEE
International Conference on Communications. Piscataway, NI,
USA. IEEE, 2013 4483-4487.

[5] RA, SRERE. JET D5 5l e 1 L 00 R GEIR S A THR V5L
PEFILT]. BmEA 2016, 40(6) : 1772-1777.

[6] MANANDHAR K, CAO X, HU F, et al. Detection of faults and
attacks including false data injection attack in smart grid using
Kalman filter [ J]. IEEE Transactions on Control of Network
Systems, 2014, 1(4): 370-379.

[7] XU Ruzhi, WANG Rui, GUAN Zhitao, et al. Achieving efficient
detection against false data injection attacks in smart grid [ J].
IEEE Access, 2017 13787-13798.

[8] KWON C, HWANG I. Reachability analysis for safety assurance
of cyber — physical systems againstcyber — attacks [ J |]. IEEE
Transactions on Automatic Control, 2017, 63(7) : 2272-2279.

(9] B/ME, XIW. JET 22 H AL BRI R IR S U8B A e fr R3S
(3], {5 BAGHH, 2017, 46(5) : 519-524.



