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Research on medical traceability system based on blockchain technology
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[ Abstract] The traceability service of domestic medicine has the problems such as insufficient information integrity, incomplete
coverage of traceability, and difficulty in identifying the subject of accountability. In view of the above problems, based on the case
of market demand research and analysis of some domestic medicines combined with traceability industry, a method based on
blockchain technology is proposed to realize the full traceability of medicine. At the same time, taking advantage of the openness and
transparency of the blockchain, non-tampering, no trust and decentralization, etc., a traceability system based on the blockchain is
constructed combined with RFID electronic tags and other technologies, solving the problems of traditional traceability about
excessive dependence on the center and tamper with data. The system achieves the procurement of medicine, production, processing
to circulation of the entire traceability function. This system is conducive to the development of medicine retrospectively and could
help to improve the quality of domestic drugs to avoid the frequent occurrence of counterfeit drugs, bad drugs incidents.
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Tab. 1 Comparison of traditional traceability and blockchain traceability
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Tab. 2 Functions of each part of the smart contract
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Fig. 1 Drug traceability process
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Fig. 2 Improvement of traceability scope
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Fig. 3 The architecture of each layer of the blockchain network
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Fig. 7 Release of medical sales information
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Fig. 8 Querying pharmaceutical production information
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