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Identity authentication of intelligent mobile devices
based on touch-screen behavior
ZHANG Pengming, ZHANG Xiaomei, HU Jianpeng
(School of Electric and Electronic Engineering, Shanghai University of Engineering Science, Shanghai 201620, China)

[ Abstract] In the aspect of identity authentication of mobile devices, the traditional password authentication method is vulnerable
to shoulder peeping attack and screen unlocking trace attack, which is not enough to ensure the privacy and security of mobile
devices. This paper proposes an identity authentication scheme based on touch-screen behavior, which obtains the interactive data
between finger and screen, extracts the feature vector of touch-screen behavior after preprocessing, and generates an authentication
model after training with machine learning algorithm to authenticate the user. Different from the traditional password authentication,
this scheme uses the user’s touch—screen behavior information as the authentication key to continuously detect the authenticity of
mobile device users. Even if the attacker sees the user’s operation behavior, it is difficult to reproduce, which improves the security
of identity authentication. The experimental results show that the authentication accuracy based on touch—screen behavior is 94.42%.
[ Key words] identity authentication; behavior characteristics; privacy and security ; machine learning
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Fig. 1 Authentication scheme design
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Fig. 2 Contribution rate of each feature
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Tab. 1 Influence of classifier parameters on model accuracy

432588 (Classifier) SR (Parameters)  WEFZR (Accuracy)
SVM RBF-kernel 91.50%
Linear—kernel 94.07%
RF estimators = 20 93.51%
estimators =50 93.85%
estimators =100 94.42%
estimators =150 94.40%
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